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Campaign Management Security FAQ
Frontstream provides state of the art security to prevent your data from being compromised. We know that security is critical for you and the data that you provide. We have made security our top priority. We continually invest heavily in developing our world-class security infrastructure because we value providing exceptional security and privacy for our customer’s data. Since the inception of the Campaign Management system in 2001, there have been no security incidents.

The purpose of the security FAQ document is to provide detailed information on key aspects of the security of campaign management to help respond to client inquiries regarding the overall security of the applications and hosted company data.

Do you use encryption technology to protect sensitive data?

Encryption technology is used throughout the campaign management solution. Access to the application is provided exclusively over the TLS protocol with 128 bit encryption keys and an SHA2RSA256 SSL Certificate. Ensuring all communication between the client browser and our servers is encrypted.
Within the application itself, critical data are encrypted in storage using 3DES encryption protocol. This ensures that critical data are not readable.

.

Are your servers hosted in a secure environment?

Our production servers are located in Dallas, Texas hosted by Hosting.com, a Tier4 datacenter facility. The datacenter provides 24x7x365 physical security, requires multiple pieces of identification for each employee, limits strongly the number of people with physical access to our servers, monitors all entrances and computers with 24 hour surveillance cameras, and provides fully redundant systems that span all aspects of hosting (internet connectivity, air conditions, power supplies, fire prevention systems, etc.). Our hosted environment is designed to keep our servers running without interruption in the most secure environment possible today.

How do you monitor the network for access to the servers?

Frontstream employs a multiple levels of system to monitor network activity and to prevent unauthorized access, including the prevention of denial of service attacks. Key elements of this solution include:
· Network intrusion prevention and detection system (IDS) that actively monitors all inbound and outbound traffic.
· Analysis engine to actively organize data collected from IDS providing reports and alerts to identify any possible intrusions.
· Stateful packet inspection at the firewalls only allows permitted traffic and denies anything not explicitly allowed.

· File Integrity monitors also watch file-systems for unauthorized file changes or access. 
Are all unnecessary ports and services disabled for security purposes?

Our implementation only allows traffic on port 80 (HTTP) and 443 (HTTPS) into our network. All other protocols not necessary for our application to function are blocked.

Is there an ability to fine-tune the security of the Frontstream applications?

We do have some application level rules to allow clients to control what requests are valid and which requests are to be rejected. 

How do you authenticate users?

Campaign management provides multiple authentication methods. The basic authentication is all users that are assigned a unique username/password are required to change the initial password to a new strong password (at least 7 characters and must include combination of numbers and letters.) Once a user logs into the website, they are assigned a unique session identifier that contains no identifiable information about that users. All sessions automatically expire after a 15-minute period of inactivity. User credentials are verified on each request, ensuring that users view only data that they are authorized to view.

We also offer SSO via SAMLv2 that allows interested companies to provide even higher levels of security around authentication, including providing access to Campaign Management exclusively via the company intranet using your authentication servers.

How are donor accounts created in Campaign Management?

There are multiple ways in which a company can provide employee level detail to campaign management. The most frequently selected process is for the company to upload donor information via the secure, administrative application. This file includes information on each employee’s username and password to access campaign management and can then be provided to the employees via handouts or email to provide access to the system. Companies often use the employee’s company identifier as the username to ensure that all employees immediately know their username.

Companies can also choose to implement single sign on solutions to ensure that employees can access the campaign management application in an automated fashion.

Though rarely used, companies can also choose to have their employees register with campaign management at the time of donation.

What ports, if any, need to be opened on the firewall?

Campaign management requires https (443) traffic to pass through the company’s firewall, normally requiring no configuration at the company. The Frontstream team can provide a specific range of IP addresses to further restrict access from within your network if desired.

Does campaign management have an access control feature?

Campaign management provides extensive access control tools. Individual user accounts are assigned to one or more roles. Each role is assigned a set of permissions based on the requirements of that role. Fine grained access control ensures that individual actions are allowed only when the user has been assigned a specific privilege for that action.

Default roles have been established for the following groups: United Way Administrator, Batch Data Approver, Campaign Coordinator, Campaign Team, Batch Data Entry, Campaign HR, UW Data Coordinator, Batch Data Auditor, UW Donor Group, UW Account Manager, Batch Campaign Manager, UW Website Content Editor. These roles are stored within the Campaign Management system.

Authorized users can create additional roles to easily manage sets of permissions for unique campaigns.

What are the password requirements?

Individual passwords must have a minimum length of at least 7 characters taken from 2 different character sets (i.e. letters, numbers, or special characters). The maximum password length is 15 characters. 
Frontstream systems also have a built in, optional security system mechanism to ensure that passwords be refreshed by the employee at regular intervals. Many campaigns are live only during a short period of time – for long running campaigns, we encourage administrators to enable the password expiration options.

Are there policies used to ensure that all parties that require access to servers are granted the appropriate level of access?

Yes. There are audited policies in place designed to guarantee that no unauthorized individual gains access to server resources. Only those with a specific business need to access the servers are granted and all requests are reviewed and approved by our Security Officer. 
Do you regularly backup data?

Yes, we do weekly full backups and daily incremental backups of all data. A copy of the data is also replicated to a secondary hosting.com facility in the event of a disaster. 

Are access and security logs monitored?

Yes, all system and application logs are monitored 24x7 and reviewed daily by our Security Operations Staff.  We use a product called AlertLogic which aggregates and analyses data along with retaining it for 1 year. 

Are access and security logs backed up on a regular basis?
Yes, the AlertLogic software maintains all logs for a period of 1 year to comply with PCI-DSS regulations. 
Is the Frontstream system secure against SANS vulnerabilities?
Yes, we do test our systems against SANS Top vulnerabilities. We also test our source code against the OWASP Top10 list to ensure the applications are securely coded. 
How are patches applied to the systems?
Security patches are applied to servers based on the level of the security patch rating. We employ a risk vulnerability and management process and apply all vendor recommended patches based on the vendor ratings.  Patches are applied monthly. 

Will our data be safe during a power outage?

Frontstream’s infrastructure provides for two levels of redundant power:

1.      In the event of utility power interruption, an Uninterruptible Power Supply (UPS) system immediately replaces the utility power to ensure no disruption of service.

2.      In parallel, a backup, diesel generator is activated and takes over for the UPS until normal power can be restored. 
Backup power systems are tested on a regular basis to ensure smooth failover if needed. An extensive switching network ensures that the power is transferred seamlessly, with no interruption of service.

Is there a system in place to ensure high availability and performance of the Frontstream web sites?

Yes. Frontstream places a priority on ensuring high availability and high performance of its applications. Our software development process incorporates performance testing as part of the overall development strategy. We regularly load test our applications to identify additional areas for optimization. All applications are deployed in clusters with load balancing to ensure overall optimum performance.

Does Frontstream perform a regularly scheduled audit?
Yes. Frontstream does and internal security audit and we use a third party (Security Metrics) to provide our quarterly PCI ASV (approved vendor scans) that ensure our website is secure and adhering to PCI-DSS rules. 
 

